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About the Journal

Herald pedagogiki. Nauka i Praktyka (HP) publishes outstanding
educational research from a wide range of conceptual, theoretical, and
empirical traditions. Diverse perspectives, critiques, and theories related to
pedagogy — broadly conceptualized as intentional and political teaching
and learning across many spaces, disciplines, and discourses — are welcome,
from authors seeking a critical, international audience for their work. All
manuscripts of sufficient complexity and rigor will be given full review.In
particular, HP seeks to publish scholarship that is critical of oppressive
systems and the ways in which traditional and/or “commonsensical”
pedagogical practices function to reproduce oppressive conditions and
outcomes.Scholarship focused on macro, micro and meso level educational
phenomena are welcome. JoP encourages authors to analyse and create
alternative spaces within which such phenomena impact on and influence
pedagogical practice in many different ways, from classrooms to forms of
public pedagogy, and the myriad spaces in between. Manuscripts should
be written for a broad, diverse, international audience of either researchers
and/or practitioners. Accepted manuscripts will be available free to the
public through HPs open-access policies, as well as we planed to index
our journal in Elsevier's Scopus indexing service, ERIC, and others.

HP publishes two issues per year, including Themed Issues. To propose
a Special Themed Issue, please contact the Lead Editor Dr. Gontarenko N
(info@ejournals.id). All submissions deemed of sufficient quality by the
Executive Editors are reviewed using a double-blind peer-review process.
Scholars interested in serving as reviewers are encouraged to contact the
Executive Editors with a list of areas in which they are qualified to review
manuscripts.
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TACTICS FOR THE PRODUCTION OF INVESTIGATIVE ACTIONS IN THE
INVESTIGATION OF CYBERCRIME

Davronov Atobek Ravshanovich
PhD, Lecturer, Department of Criminal Procedure Law,
Tashkent state University of Law

Abstract: The article analyzes the investigation of crimes committed using IT technologies
are considered. With the help of general scientific methods of cognition (analysis, synthesis,
induction and deduction), the author came to the conclusion that high-quality initial
investigative actions and operational-search measures, timely collection of evidence with
the involvement of highly qualified specialists, appointment of special examinations affect
the result, which will depend effectiveness in preventing and investigating computer crimes.
The specificity of the investigation of crimes committed using the capabilities of IT technologies
requires the development of new tactical approaches and techniques for the implementation
of such an investigative action as interrogation and inspection of the scene, which will
undoubtedly improve the efficiency of investigating crimes committed using the capabilities
of IT technologies.

Keywords: Tactics, cybercrimes, information, investigations, Internet, supervision,
cybersecurity, cybernetics, domain, investigations, investigator.

TAKTHUKA ITPOU3BOJCTBA CJIEACTBEHHBIX JEUCTBUN ITPU
PACCIIETOBAHUUN KUBEPIIPECTYILVIEHUN

JlaBponoB Ato0ek PaBmanoBny
PhD, npenonaBatenb Kageapbl YToJ0BHO-IIPOLIECCYaAIbLHOTO MpPaBo
TalllKeHTCKOro I0puanYeCKOro YHMBEpCUTETA

Aunnomayus: B cmamoee anaiuzupoeano pacciedosanus npecmynieHuil, co8epulaembix
¢ ucnonvzoeanuem IT-mexuonoeuii. C nomouybro 00ueHayuHbvix Memo0os NO3HaHUs (aHalu3a,
cuHme3a, UHOYKuuu u 0edyKuyuu) asmop npuuien K 8bieody, 4mo Ka4ecmeeHHO Npo8edeHHble
NnepeoHavanbHble CAe0CMEeHHble O0elicmeus U ONnepamueHo-pO3biCKHble Meponpusmusl,
ceoespemMenHblll cOOp 00KA3amMeAbCMBEEHHOU UHGOPpMAUUU ¢ NpusieHeHUeM
BbICOKOKBANUPDUUUPOBAHHBIX CNEUUANUCIO8, HA3HAUEHUe CNeUUANbHbIX IKCNePMU3 GAUSIOM
Ha pe3yabmam, om Komopoeo Oydem 3asucems 3¢pexmueHocms npedomepauieHue u
paccaedosanue KomnvlomepHoix npecmynaeruil. Cneuuguxa paccaedosanus npecmynieHull,
COBEPULCHHBIX C UCNOAb308AHUEM 803MoNcHOCmell IT-mexHonoeuil, mpebyem pazpabomku
HOBbIX MAKMU4eCcKux nooxo008 U NpUemos K OCYUeCMENeHUN) MAaKo20 CAe0CmBeHH020
Oelicmeusi, KaKk 0Onpoc U OCMOMpP MeCmoO NPOUCUECMEUS YMO, HECOMHEHHO, NO03680AUM
nogwvicums 3heKkmueHocms paccae008aHusi NPecmynieHUl, COBEPUICHHBIX C UCNOAb30BAHUEM
eo3modcHocmeu I T-mexnonoeuil.
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Karouesvie crosa: Takmuka, kubepnpecmynienus, UHOPPMauus, pacciedo8anusi,
Humepnem, nad3zop, kubepbezonacmnocmo, KubepHemurka, 0oMeH, credcmeust, ciedosamen.

In the 21st century, in the era of the heyday of the information society, one of the
major problems was the development of cybercrime. Along with the improvement of
new technologies and the growing variety of social platforms within the global network,
the number of users who are immersed in the virtual environment has also begun to
increase. A natural process is the emergence along with a new sphere in human life and
new types of crime associated with it. Cyberspace is no exception, because the Internet
contains a large amount of personal data about people: data on documents, photos,
location, passwords, personal correspondence and much more. Therefore, given the
amount of information available on the Internet, we can conclude that not only
individuals, but also entire states can be under threat.

According to Chapter VII. Strengthening the security and defense potential of the
country, maintaining an open, pragmatic and active foreign policy of the Decree of the
President of the Republic of Uzbekistan "On the development strategy of the new
Uzbekistan for 2022-2026" dated January 28, 2022 Ne. UP-60, one of the main tasks
was to create a cybercrime prevention system [1].

In addition, in accordance with the state plan for the implementation of the
Development Strategy of New Uzbekistan for 2022-2026 in the Year of Human Dignity
and Active Good Neighborhood, the tasks to combat cybercrime are:

1.Establish effective control over the investigation, further strengthen the operational-
search activities in the fight against crimes committed with the help of information
technology.

Mechanism for the implementation of this task: Supervision of investigative activities,
reforming operational-search activities to identify new types of crimes committed using
information technology, including cybercrime, mobilization of additional forces and
means, as well as further improving the effectiveness of protecting the dignity and
freedom of citizens in the fight with the specified crimes.

2.Complete the transformation of the banking system, bringing the share of private
banks to 60% of all banking assets by 2025.

One of the mechanisms for the implementation of this task: ensuring cybersecurity in
the provision of financial services.

3.Creation of a cybercrime prevention system.

The mechanism for implementing this task:

a)Development of the Cybersecurity Strategy of the Republic of Uzbekistan for
2023-2026.

At the same time, to determine the main directions of cybersecurity of the Internet
space of the "UZ" domain zone, as well as complex tasks for the protection of e-
government, energy, digital economy and other areas related to important information
infrastructure.

b)Revisiting the criminalization of cybercrime.
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c)Further improvement of the system for monitoring cyber attacks and threats in the
information space.

Expansion of the technical infrastructure of the Unified Cybersecurity Network;

Further acceleration of the "IT Park of Innovations in Cybernetics";

The IT park will train young people in the basics of cybersecurity on the basis of
digital technology training centers in the regions, as well as annually hold republican
competitions to identify cyber-attacks among students and schoolchildren [2].

In the recommendations of the UN experts: "cybercrime" is any crime that can be
committed with the help of a computer system or network, within a computer system
or network, or against a computer system or network [3; P. 25].

In his study, T. M. Khusyainov gives the following interpretation: "The term "Internet
crime" or "cybercrime" should be understood as the whole range of criminal actions in
the field of information technologyl1"[4; P. 120].

M. E. Batukhtin describes a somewhat broader concept in his work: "cybercrime is any
crime in the electronic sphere, committed with the help of computer means or a virtual
network, or against them" [5; P. 28].

Cybercrime is a set of crimes committed in "cyberspace” with the help of or through
computer systems or computer networks, as well as other means of access to cyberspace,
within computer systems or networks, as well as against computer systems, computer
networks and computer data. "Cybercrime" refers to any crime committed using various
methods and means of creating, processing, transmitting computer information. [6; P.
12].

The term "cybercrime” is more extended than "computer crime", although sometimes
they are used together or as synonyms, since "cybercrime" is a crime associated with
both the use of computers and the use of information technology and global networks,
and "computer crime" refers only to crimes committed against computers or computer
data [7; P. 104-106].

According to the Law of the Republic of Uzbekistan "On Cybersecurity" dated April
15, 2022 No. ZRU-764, cybercrime is a set of crimes carried out in cyberspace using
software and hardware in order to seize information, change it, destroy or hack information
systems and resources [8; Art. 3].

When investigating cybercrime, there are a number of features that lie, firstly, in the
detection, fixation and seizure of the trace left during the commission of a cybercrime,
and secondly, in the lack of a clear understanding of what investigative actions should
be carried out when investigating cybercrime and the correct sequence of the algorithm
for conducting investigative actions. This happens because when investigating cybercrimes,
investigators have to recognize and record not only material objects, but also the
"cybernetic space" itself, formed by means of a computer network, an accessible segment
of a local area network, the global Internet and digital media of computer information.

As a rule, the reason for initiating a criminal case are allegations of unauthorized
access, embezzlement of funds. They come from organizations, much less often from
citizens. The explanation for this may be that citizens are afraid of disclosure during the
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investigation of stolen information, which may contain secret, intimate and other
details of their personal lives. Therefore, when such a situation arises, the investigator
needs to establish psychological contact, explain to the citizen that the investigation is
only interested in data that are relevant to the investigation of the crime and cannot be
disclosed to third parties. [9; P. 131-132].

In the investigative tactics of cybercrime, it has always been of great importance to
build a system of tactical methods for conducting investigative actions and tactical
operations with the skillful and thoughtful use of various mental techniques. At present,
when electronic media, information systems, social networks, accessed via the Internet,
have become part of the daily life of citizens of the Republic of Uzbekistan, and with
the introduction into their lives of the results of all modern scientific and technical
research and the use of computer and Internet technologies have significantly expanded
the social, labor, entrepreneurial horizons of the citizens of our country, which makes
it possible to reasonably apply and use these achievements.

It should be noted that interrogation in criminal cases in the investigation of cybercrime
has certain specifics. Of course, the investigation of cases in the field of computer
information should be entrusted to an investigator who has a great knowledge of cybernetics.
However, the analysis, as well as a survey of employees of law enforcement agencies
related to the investigation of crimes in the field of high technologies, led to the
conclusion that there is a catastrophic lack of such specialists in law enforcement. [10; P.
282-287].

The tactics of interrogation in criminal cases of this category directly depends on the
specifics of the mechanism for committing a crime and other positive and negative
factors. The first should include the presence of a certain amount of information about the
criminal event obtained from various sources (during the preliminary verification of
materials on the event under investigation, the results of operational-search measures),
as well as about the person with whom the investigative action is to be carried out
(obtained earlier in the course of his explanations, from protocols of procedural actions).
Among the negative factors, one can include a significant period of time that has elapsed
from the moment the crime was committed until the moment the interrogation was
carried out. [11; P. 104-111].

It seems reasonable point of view of V. M. Bykov, who believes that the tactics of
interrogation should be built taking into account the appropriate forensic type of interrogated.
They identified the following types: active and inactive, conscientious victims, unstable,
unscrupulous victims [12; P. 27-32].

The involvement of specialists in a number of investigative actions can help eliminate
shortcomings in the knowledge and skills of the investigator. However, in some cases,
the presence of a specialist in the version in which forensic scientists speak may be
unjustified.

Basically, the tactics of investigative action, depending on the type of cybercrime, is
divided into three stages:

The first stage is characterized by the following:
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a)conducting athorough inspection of the scene, inspection of all computer equipment,
communications, mobile devices, including the information environment;

b)seizure and inspection of documents, items, technical devices and electronic media;

c)detailed interrogation of the victim, suspect, witnesses;

d)detention of suspects and their personal search;

e)searches at the place of residence, work or possible rented premises of suspects;

flappointment of various types of expertise, including computer, forensic, accounting,
economic and other types.

The second and third investigative tactics are of a search and reconnaissance nature
and are characterized by a similar list of investigative actions and operational search
activities:

I)inspection of the scene of the incident, including inspection of computer equipment,
tablets, mobile phones that belong to the victims or a certain organization;

2)interrogation of the victim (representative of the victim) and witnesses;

3)seizure and inspection of documents, objects, technical devices and electronic
media;

4)sending requests for information of interest to the investigation to various organizations
and companies (for example, telecom operators, credit organizations, etc.);

S)carrying out operational search activities in order to identify persons involved in
the commission of a crime;

6)appointment of a special expert examination depending on the crime.

Let us pay attention to the fact that not all possible variants of typical investigative
situations of the initial stage of the investigation are listed. Each investigative situation
requires an individual approach to build the right algorithm for the actions of the
investigator in order to give forensically significant information of probative value. At
the same time, in some cases it is quite difficult to establish the signs of a crime within
the time limit of the procedural verification of materials, which is associated with the
specifics of the methods and means of committing a crime, and, consequently, the
peculiarities of the mechanism of trace formation when working with computer
information.

It is important to take into account that a number of technical devices, the operation
of which is based on electromagnetic, x-ray radiation or a magnetic field, may affect the
operation of nearby devices and the computer information stored on them. A person
involved in the inspection as a specialist must be careful when working with technical
means, as well as with powders and chemical reagents, especially if they need to
process computer equipment.The specialist must be competent in the field of operation
of technical means, the processes of functioning of computer systems and networks, and
be fluent in technical terminology.

Despite the specifics of such inspections, the general inspection rules remain unchanged:

1)from general to particular;

2)from directories to individual files;

3)from the general characteristics of the file to its content.
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Only those means of computer technology that contain or may contain forensically
significant information should be seized.

According to R.A. Dryugen and M.A. Shergin, special modern hardware and software
systems designed for these needs (for example, Mobile Forensicist, UFED, Belkasoft,
SecureView 3, MOBILedit!, MicroSystemation, XRY, etc.) can contribute to better
and faster removal of digital traces. As part of the inspection of the scene of the incident,
their use allows you to extract the necessary information from technical devices that is
important for the investigation of a criminal case. In law enforcement agencies, the most
popular hardware and software systems "Mobile criminalist" and "UFED" [13; P. 100-
104]. In our opinion, this is not an exhaustive list of software for detecting cybercrime.

In conclusion, it should be said that in a short period of time, forensic science has
made significant progress in understanding how exactly it is necessary to investigate and
disclose cybercrimes. Despite the fact that the formation of a clear list of investigative
actions, the conduct of which will give the most significant results and information for
the investigation, has not yet been completed, and the technical means used by law
enforcement officers are still imperfect, it can be said with confidence that the detection
of this type of crime, albeit at a slow pace, is growing. Further improvement of the
tactics of conducting investigative actions, raising the level of skills of operational
officers, investigators, experts and specialists, the development and implementation of
the latest technical methods and means will ultimately lead to an increase in the quality
of the investigation of such crimes.?
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