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Anomauyus.B cmamve obcyucoaromes mpebosarnus, npedsséiiemvle K 3aUiUUECHHBIM

6e0-NPUNOICEHUAM, U Mepbl 045 obecneueHuss 00CMYNHOCMU, KOHQUOeHUUAIbHOCMU U
ueaocmHocmu 0opabamuléaemvlx U XpaHuMvlx 0aHHbIX. AHaru3upyromes Haubosee onacHvle
yepo3wvl 05 eeb-npunodxcerutl no eepcuu OWASP. Boiopanv Haubosee onmumanvHvle U
Heobxodumble mepbl U mpebosaHus 04 obecnevenus 6e30nAcHOCMU 6e0-NPUNONCCHULL.

Kntouesuvie crosa: ee6-npunodcenus, 6e30nacHoCmy, KAUEHM-CEPEEPHbLe NPUNONCCHUS,
OWASP, kubepamaku.

MEASURES AND REQUIREMENTS TO PROTECTED WEB
APPLICATIONS

Abstract. The article discusses requirements for protected web-based applications and
measures to ensure the availability, confidentiality and integrity of data being processed
and stored. The most dangerous threats of web applications according

to OWASP are analyzed. The most optimal and necessary measures and requirements
Jfor ensuring security of web applications were selected.

Key words: web applications, security, client-server applications, OWASP, cyber-attacks.

BBenenne

PazButue rinobanbHoi cetu MHTepHET U yBeIUYEHUE TOCTYITHOCTA PECYPCOB B HEM
MPUBEJIO K pacllIMpPeHNI0 pa3HOOOPa3HOCTHU 3ajay, peliaeMbIxX

C MCMOJIb30BaHWEM BeO-TeXHOJIOTUI. B CBSI3M ¢ 39TUM MOMY4YUJT paclpoCTpaHEHUE
OCOOBIIl BUI MPUIOXKEHMUI - BEO-TIPUJIOXKEHHUSI, OT KOTOPBIX HAIMpPSMYIO 3aBUCUT
(byHKLIMOHMpPOBaHME OU3HEC-MPOIIECCOB MHOIMX OpraHu3anuii. Beo-npunoxenue

- 9TO KJIMEHT-CEePBEPHOE MPUJIOKEHHUE, T1e B KaueCTBe KJIMEHTa BBICTYIaeT Opay3ep,
KOTOPBI 0TOOpakaeT MoJb30BaTe/IbCKU MHTepdeiic, GopMUpPyeET 3arpoChl K CEpBEpPy
1 00pabaThIBaET OTBETHI OT HEr0. A CEpBEpHas 4acThb MPEACTaBIsIET CO00I BeO-cepBep,
00pabaThIBAIOIIMIA 3aITPOCH KIIMEHTOB. B3anMoneiicTBrue Mexmy KIMEHTOM U CEPBEPOM,
KaK TIpaBUJIO, OCYLIECTBISETCS nmocpeacTtBom nporokona HTTP [1].

OCHOBHBIMU OCOOEHHOCTSIMU, TTOBJUSIBILIMMU Ha paclpoCcTpaHEeHUE

BEO-MPUIOXKEHUN, SIBISIIOTCS:
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1) 1OCTYMHOCTh - JaHHBIA BUI MNPUIOXKEHUNM HE TPUBS3aH K OINpeAeeHHOMY
TepMUHAy WIN JOKAJAbHOM CETH, NOCTYIlT MOXET OCYIIECTBIISITbCS U3 OO0 TOUKMU
3eMHOro 11apa, rae MpUCyTCTBYeT coearHeHue ¢ MHTepHer;

2) KpoccnaaTr)OpMEHHOCTD - KJIMEHTY JOCTaTOYHO MMETh Opay3ep, COOTBETCTBYIOLLIMIA
cTaHAapTaM, a oIepallMOHHasl CUCTeMa U TUIl YCTpOicTBa

HEe MMEIOT HUKaKoro 3HaueHus1. He TpeOyeTcsl ycTaHOBKAa M HACTpOMKa OTAEIbHOIO
MPUIOXKEHUS] Ha KJIMEHTCKOM YCTPOMCTBE;

3) aBTOMaTU4YeCKOe OOHOBJICHUE - KJIMEHT BCerga padoTaeT ¢ caMOl aKTyaJlbHOM
Bepcueil MpUIoXKeHUsI, TaK KaK BCe OOHOBJIEHUSI MPOMCXOISIT Ha CTOPOHE cepBepa.

Ho B TO Xe Bpemsi B Ipolecce 3BOJIOLUMMU BeO-NMPUIOXEHUN pas3pabOTUYUKU
CTAJIKUBAJIMCh C PSIAOM IIpo0JieM, Cpeiy KOTOPBIX BbIAEISIETCS ITpodieMa 0e30IMaCHOCTH
BeO-nprioxeHuit. [1pobieMbl 0€30MaCHOCTU BBITEKAIOT

U3 OCHOBHBIX OCOO€HHOCTEl BeO-MPUIOXKEHUI, HAaIPUMEp, U3-3a2 HEBO3MOXKXHOCTHU
MU30JIUPOBaATh BEO-MPUIOXKEHUS OT MOMBITOK HECAHKIIMOHMPOBAHHOTO IOCTYIa U3BHE
BBUIY UX JOCTYITHOCTH.

Llenpro maHHOI paGOTHI SIBIASETCS BHIOOP ONTUMAJbHBIX MEP W TpeOOBAHWIA IS
obecrieyeHUss MH(POPMALIMOHHON 0€30MacHOCTU BeO-IPUIOKEHUMA.

MeTtonnl obecrieueHusT 6€30MacCHOCTU BEO-TIPUIOKEHUI

AKTyaIbHOCTb Mpo0JieM 0€30IMaCHOCTU BEO-TIPUIOXKEHUI TTOAKPEIUISIETCS TEM, YTO
B HUX MCHOJIb3yeTCs KOH(MUAeHLIMaIbHass WHGOpMalLIusl, HalpuMmep:

- TMepCOHAJIbHbIE JTaHHBIE;

- CBEIEHMSI, COCTABJISIOLINE KOMMEpPUYECKYl0, 0AHKOBCKYIO MM TOCYIapCTBEHHYIO
TaliHYy,

- JApyrue CBedeHHUS U TPOLIECCHI, 3aBUCSIIME OT poaa AesSITeIbHOCTH KOMIaHUM
[2].

B cBs13u ¢ 3TUM cpeau pa3pabOTYMKOB MOSIBUIUCH PEKOMEHIALIMU

K O0ecCIeuyeHUI0 0€30MaCHOCTHA BEO-TIPUIOXKEHUIA, KOTOPbIE BBUIMJIUCH B IMPOEKT
noxa Ha3BaHueM: Open Web Application Security Project (OWASP).

OWASP - 5T0 OTKpPBITBIA MPOEKT obecneyeHus1 0e30MacCHOCTH

BEO-TIPWJIOKEHUM, KOTOPbIM BKJIIOYAET B ce0d Kopmopaluu, o0pa3oBaTeIbHbBIE
OpraHM3allMy U UHAWBUIYAIbHBIX Pa3padOTUMKOB, KOTOPbIE COBMECTHBIMM YCUIUSIMU
(opMUPYIOT CTaTbU, pEKOMEHAALIMU 1 yUeOHbIe MOCOOMSI, HaXOSIIIKECS B CBOOOTHOM
JNOCTyNe U PeKOMEHAYyeMbIe TIpU pa3padboTKe

BeO-npuiaoxeHnii. Takke MpoeKT BKIIOUAET B ce0s1 psil TPEHUPOBOYHBIX 3a1ay

U MHCTPYMEHTHI JJIs1 aHa/u3a 0e30MacHOCTU BeO- MPUIOXKEHUIA.

OWASP Ha npoTSCKeHMH BCEro CBOErO CYIIECTBOBAHMS 3aHUMAETCS U3YYEHUEM
Haubosee omacHbIX ysa3BUMocTell. PaccmMoTpum Haubojiee cepbe3HbIE YIrpoO3bl
0e30MacHOCTU BeO-MpUIOXKEeHMI, cornacHo ucciaegoBanusm, OWASP Top 10 - 2017
[3].

I.Mapexuum (Injection) - BHeapeHHe B 3anpochbl K 0a3e MaHHBIX Koja,
JOTIOJIHSIIONIETO JAaHHBIM 3apoC M JAIOIIETO 3J0YMBIIIJIEHHUKY HeaBTOPU30BaHHbBIN

www.ejournals.id
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JOCTYI K 0a3e JaHHBIX.

2.Va3sumoctu ayreHTUduKauuu (Broken Authentification) - pacmnpocTpaHeHHast
YSI3BUMOCTb, CBSI3aHHAsl C HEOOCTAaTOYHO IPOPabOTaHHOU CUCTEeMON BaauAallUU
MOJIb30BaTeJIell B NPWIOXKEHUM, MPUBOAUT K MOJTYYEHUIO HEABTOPU30BAHHOTO AOCTYMA.

3.He3amuiieHHOCTh BaXHbIX AaHHBIX (Sensitive Data Exposure) - mMHorue
MPUJIOXEHUS HE UCTIOJIB3YIOT MEXaHU3MBI [IJTS 3alUThI IIEPEeIaBAEMbIX TaHHbBIX, TAKUE
Kak, Hanpumep, HTTPS.

4.Buenpenune BHelmHuX cyiiHocTeit B XML (XML External Entities) - Bua nHbeKLINH,
OCHOBaHHbII Ha BHeApeHUU B XM L-3anpoc K cepBepy aTpuOyTOB

W CYIIHOCTEH, MO3BOJSIOIINX MOJTYYUTh HEABTOPU30BAHHBIM AOCTYI K JaHHBIM.

5.Heb6e3onacHblil KOHTpOJIb AocTyna (Broken Access Control) - ySI3BUMOCTH B ME€TOIAX
aBTOPU3ALIMHU, TTO3BOJISTIOLME 3JIOYMBIIIUIEHHUKY TTOJTYYUTh IMTOBBILIEHHBIE TPUBUJICTHMN.

6.Heb6e3onacHag xoHndurypauus (Security Misconfiguration) -

BEO-NIPWIIOXKEHUE - ATO CJIIOXKHAs CUCTEMA, COCTOSIIAS M3 MHOTMX KOMIIOHEHTOB,
TakuXx Kak BeO- cepep, CYDB/I u np. HeBepHast koHpuryparus 0q1HOTO U3 KOMIIOHEHTOB
MOXET IMPUBECTU K CEPbE3HBIM MPOOIEMaM ¢ 0€30MaCHOCTBIO BCErO MPUJIOXEHUS.

7.XSS (Cross-Site Scripting) - BHeapeHUe (MHBEKLMSI) BpenoHocHoro kona B HTTP-
OTBET, MOJIy4aeMbIii KJIMEHTOM M BBITIOJHSIOLIUIICSI HAa CTOPOHE KJIMEHTA.

8.Hebe3zomacHas necepmanuzaumsa (Insecure Deserialization) - gecepuanuzanus
npeodpasyeT NoCcaeI0BaTEIbHOCTh OUT B CTPYKTYPUPOBAHHBIE JAHHBIE, 3a4aCTyl0, Ha
JTAaHHOM 3Talle He YAEJISEeTCS MTOCTaTOYHO BHUMaHUS O€30MacHOCTHU, HApUMED,
OTCYTCTBYET BaJIMAALMSI TUIIOB JAHHBIX, YTO CO3AAE€T BO3MOXHOCTb UX MOIMEHBI.

9.Mcnonp3oBaHre KOMIIOHEHTOB ¢ U3BECTHBIMHU ysa3BUMOCTSAMHU (Using Components
with Known Vulnerabilities) - 3ayactyto, mpu pa3paboTke

BEO-TIPUIOXKEHUI HCIOJB3YIOTCS OMOIMOTEKH, (PPEUMBOPKM M KOMIIOHEHTHI
CTOPOHHMX pPa3pabOTUYMKOB, KOTOPHIE MOTYT COAEpPXaThb pa3JIUYHbIE HEIOCTATKU
(YSI3BUMOCTH ), B CBSI3U C 3TUM Ba>KHO MCIMOJIb30BaThb CaMbl€ aKTyaJbHbIE BEPCUM,

B KOTOPBIX HUCIIPABJISIIOTCS U3BECTHBIEC YSI3BUMOCTH.

10.HenocraTtouHoe XypHanupoBaHue u MoHuTopuHr (Insufficient Logging &
Monitoring) - w1 CBOEBPEMEHHOTO OOHAPYKEHUSI HECAHKLIMOHUPOBAHHOTO TOCTYMa,
YT€YKU MH(POPMALIUK U T. I. HEOOXOAUMO MCITOIb30BaTh CPEACTBA ABTOMATU3UPOBAHHOIO
MOHMTOpPUHTa TpauKa, a TAKXKe >KypHAJIUPOBAHMS, KOTOPBIE TOMOTYT MOHSTH CYLIIHOCTb
aTakM, B KpaTyaWlliuMe CPOKM YCTPAHUTh YSI3BUMOCTH, a TaKX€ BEPHYTH
paboOTOCIIOCOOHOCTh ¥ MUCXOTHOE COCTOSIHUE BEO-TIPUIOKECHUIA.

HanHbili criucok yrouyHsieTcst OWASP B COOTBETCTBUM C Pa3BUTUEM MOAECIU
MOBEICHUSI HAPYLUUTEISI U aKTYyaJIbHOCTU TOW WJIM MHOM IpoOJeMbl OE30ITaCHOCTU
BeO-npuioxeHuit. Ho, K coxaaeHno, HEKOTOPbIE€ YSI3BUMOCTU (HAIIpUMED,

SQL- mHBbEeKIIMM) HAXOOITCSI Ha BEPIIMHE CIMCKA JOJTO€ BPEMS, XOTS YX€ JaBHO
pa3paboTaHbl METOABI YCTPAHEHUS JAHHON ySI3BUMOCTH [4]. DTO CBSI3aHO € TeéM, YTO He
Bceraa pa3paboTUYMKU YAEISIOT J0CTaTOYHO BHUMAaHUS 0€30MacCHOCTHU

BeO-niprioxeHuit. B coorBeTcTBUM co cnuckoM yrpo3d OWASP, niepBbIif 1ar

K O0€CHEYECHMUIO 3alMIIEHHOCTA - MpaBUJIbHAs HACTPOMKA BCEX KOMITOHEHTOB
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CHUCTEMbI, OOHOBJICHME BCEro MCMOJb3YyEMOT0 MPOrPaMMHOIO OOECIIeUEeHMUS

N0 aKTyaJbHBIX BEPCUIl, OTKJIIOUEHHME BCEX HEMCIIOJIb3yeMBbIX CIYXKO, CMeHa BCex
nmapoJjieii Mo yMoOJ4YaHUIO, OTKJIIOUEHME HEMCIIOJb3yeMbIX YUYETHBIX 3amuceil, B TOM
yucJie CUCTeMHBIX. BaxkHO Takke oOecreduTh M@PPOBAHUE JAaHHBIX BCEX CETEeBBIX
COCIMHEHUN BHYTpU cucTeMbl. Eciu BeO-NpuUIOXeHHE MO3BOJIsSIET HACTPOUTH
pasrpaHuMYeHre TpaB JOCTyNa IOJb30BaTeleil K JaHHBIM M HAcTpOWKaM CHUCTEMBbI,
HEoOXOIMMO clieaTh 3TO, OTpaHMYUB MpaBa MUHUMAaJIbHO HEOOXOAMMBIMU. 3a4acTylo,
YK€ TOJIBKO MepeuMCIeHHbIE 0a30BbIe MEPbI TTO3BOJISIIOT CHU3UTh PUCKU 0 JOITyCTUMOIO
ypoBHsI. Ecin 6a30BBIX Mep OKaXKETCSl HEAOCTATOUHO, HEOOXOAMMO OOpaTUTh BHUMaHUE
Ha pa3HOOOpa3Hbie CIlelMaIM3MPOBAaHHbIE CPEICTBA 3alUThl MH(MOPMALIMH.

OnHo 13 HauboJIee U3BECTHBIX CIAa0bIX MECT - ATO ayTeHTU(UKALKS TTOJb30BaTEICH
BeO-npuaoxeHus. Hampumep, cucrema npu perucTpaliuy MoJjb30BaTesis He MPOBOAUT
MPOBEPKY Ha CJIOXHOCTh MapoJsi, WX Mapojib He UMEeeT CpoKa AEHCTBUS, WIU TIpU
ayTeHTU(UKAIMKU T1apoJib OT Opay3epa Inepenaercs

K cepBepy B URL 3ampoce. [ns1 yctpaHeHUsI mOgoOHBIX MpoOOJIEM CYILIECTBYIOT
pelleHus 11l yCUIeHUsl ayTeHTU(PUKALMY B BeO-MPUIOXKEHNU, peaiIu30BaHHbIE KaK B
BHUJIE BCTpauMBaeMbIX MOIYJIel, TaK U B BUIE OTIAEIbHBIX CEPBEPOB ayTeHTU(UKALIMU.
BcrpoeHHas B nipuioXeHue ayTeHTUMUKALMS MO3BOJISIET HE MCMOJIb30BaTh BHEIIHNUE
cpeAcTBa ayTeHTU(UKALMU, OMHAKO, 3TO HEe MCKJIIOUYAeT BO3MOXHbBIE OIIIMOKM B CAMOM
BEO-TIPUIOXEHUM, MO3BOJISIONIME OOOUTH CHUCTEMY ayTeHTU(UKauuu. PemmTs 3Ty
Mpo0eMy MOXHO, HaIIpUMep, IMyTeM BHEIPEHUs Ipolecca MEHEIKMEHTa YSI3BUMOCTE
U NIepUOINYECKUMU TeCTUPOBAHUSIMU Ha TTPOHUKHOBEHMUE.

Ecau B KoMIMaHUM MCITOJIB3YIOTCSI MPWIOXKEHMSI, pa3paboTaHHbIE HA 3aKa3 CTOPOHHUM
MOAPSAUYUKOM, M HUCXOAHBIK KOJ TPUIOXKEHUU HEZOCTYyINEeH, COTPYAHUKaAM
MH(OpMALIMOHHONI 0€30MacCHOCTU MPU MPUEMKE MPOrpaMMHOI0 o0ecneuyeHus MUMeeT
CMBICJI UCIIOJIb30BaTh CKaHEep YSI3BUMOCTEM, KOTOPhIii paboTaeT ¢ BeO-TIPUIOXKEHUEM
10 IpUHLMITY "depHoro smumka" [5, 6]. [1py HaxoXaeHUN KPUTUIECKUX YSI3BUMOCTEM
MNPUIIOXKEHUE BO3BpallacTCsd Ha A0opaboTKy pa3padoTuuky. B ciayyae, korma BeO-
MPUJIOXKEHUE SBISIETCS BHYTPEHHEN pa3pabdOTKOil KOMIIAHUM, PEKOMEHIYeTCS
BBICTpauMBaTh IIpoliecc 0e30macHO pa3pabOTKM MPOTrPAaMMHOIO OOECIEUYEeHUS C
HCIIOJIb30BAaHUEM aHaJM3aTOPOB MCXOMHOIO Kojia, MpOBepsisl BeCh pa3padaTbiBaeMblii
KO/ Ha OTCYTCTBHE OILIMOOK, MPUBOASIIMX K YSI3BUMOCTIM. Takoil moaxo/ Mmo3BoJIsieT
WCOPAaBUTh OLIUOKU

B NPUJOXEHUM Ha paHHEM 3Tale M M30exaTh JUIIHMX 3aTpaT. C MOMOIIbIO
OOJIBLIMHCTBA aHAJIM3aTOPOB KOJAa MOXHO MPOBOAMUTH KaK CTaTUYECKMIA aHaJIM3 KoJa
0e3 ero BBIMNOJHEHUSI, TaK U JIMHAMUUYECKHUI, MPOBEPsIsl yKE€ YCTAaHOBJIECHHOE U
3alylleHHOoe mpuiokeHue. B mociaeaHem ciydae TpeOyeTcsl yKazaHue TOYeK BXoda U
0O0JIbIIIOE KOJTMYECTBO BXOAHBIX JaHHBIX. CoueTaHue MepedrnCIeHHbIX METOI0B MO3BOJISIET
BBISIBJISITh YSI3BUMOCTHM 10 BHEIpPEHUSI TPWIOXKEHUIA B KOMIIaHUMU. B To ke Bpems
peanu3anusi B KOMIIaHUM MPOLECCOB BepudUKaUU MPUIOKEHNN MOXET MoTpeOoBaTh
3HAUYUTEIbHBIX MaTepuaJbHbIX U BPEMEHHBIX 3aTpar.

MHorga mpocTo HET BO3MOXHOCTM OIl€paTUBHO BHOCUTH M3MEHEHUS B YXKe
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paboTarouiee nmpuioxeHue. ECiy eHHOCTh TaHHBIX HE MO3BOJISIET 3aKPbITh IJla3a Ha
BO3MOXHBIE YSI3BUMOCTH, UMEET CMBIC PACCMOTPETh BO3MOXHOCTb MCIIOJIb30BAHUS
CHELMAIM3UPOBAHHBIX CPEACTB 3alIUTHI BeO-TIpuiaoxeHuii - Web Application Firewall
(WAF). CyliecTBYIOT KaK KOMMepUYeCKH1e, TaK 1 CBOOOIHO pacpoCTpaHsSIEMbl€ CUCTEMBI.
[Tpunuun pa6otsl WAF coctout B Tom, uto HTTP-Tpaduk ot noyb3oBatesieii 10 BeO-
MPUIOXEHUS TPOXoauT cHadasa yeped3 WAF n1ubGo, B 3aBUCMMOCTH OT 3amady U
Bo3MoXHOCTel, HAa WAF Hanpasisiercst Konus Tpaduka. [lanee Tpaduk moapepraercs
JNEeKOAMPOBAaHUIO U MpoBepke Ha Hanuuue atak. Eciu WAF ycraHoBieH "B pa3pbiB”
(MpOKCH, MOCT), aTaKiM MOTYT OBITh 3a0JJOKMpPOBaHbl. B maccMBHOM pexume padoThbl
(ko Tparka) BO3MOXHBI TOJBKO MOHUTOPUMHI M omoBelleHHWe o0 arakax. s
OOHapy:KeHUS aTaK MOTYT MCIIOJIb30BaTbCsl TaKue METOAbI, Kak [7, 8]:

- CUTHATYpHBIN aHAJIU3;

- penyTaluOHHbIE CIUCKU;

- aBTOMaTUYeCKOe OOy4YeHMUe;

- TIOBEICHYECKMI aHaIu3;

- BPYYHYIO HacTpauMBaeMble MMpaBuJja.

Kpome storo, WAF MoxXeT uMeTb MOAYIM 1151 AMHAMWYECKOIO aHa/Iu3a yI3BUMOCTEN
3alMIIAEMbIX MPUJIOXEHUM, BUPTYaJbHOIO MaTYMHIA HAWIECHHBIX YSI3BUMOCTEM,
yIIpaBjieHUs] ayTeHTU(UKALUEN MOJb30BaTeIeii, B3aUMOACUCTBUS

C APYTMMM CUCTEMaMU 3alluThl. Bce 3TO MO3BOJISIET CHU3UTD KOJTUYECTBO aKTYalIbHBIX
IUTSE BeO- MPUJIOXEHUST YIpo3.

OnacHocTh 11 MH(GOPMALIMK B BEO-MIPUIOXKEHUU MPEACTABISIOT

YW BHYTPEHHME HApPYIUUTENN - COTPYIHUKU, KOTOPbIE UMEIOT TOCTYIT K TaHHBIM LIS
BBIMOJIHEHMS CIIY>K€OHBIX 00sI3aHHOCTE!, aAMUHUCTPATOPHI C MPSIMBIM JOCTYIIOM

K cepBepy 0a3 JaHHBIX (B 00X0I BEO-TIPUIOXEHMS WM JIOKAJIbHO). B aTOM ciyuae
JIJIST o0ecrieyeHrs1 0€30MacHOCTU BeO-MPUIOKEHUI BO3MOXKHO UCITOJIb30BaTh PEIICHMS,
peanu3yolle pa3Hbli MOAX0oA K MOHMTOPMHIY M KOHTPOJIIO oOpallieHui K 0a3zaMm
JaHHbIX. CHCTEMBI 3alIMTHI MHPOpMALIMM B 0a3aX JaHHBIX MOXHO pa3fejauTb Ha TpU
TUIIA.

CucreMbl IEPBOTO TUIIA UCHOJB3YIOT NPUHIUIT paboThI, cxoxuii ¢ WAF - nmepexsar
TpadrkKa, HO MAYIIEr0 HE OT IOJb30BATENsI A0 CEpBEpa MPUIIOXKEHUA, a OT cepBepa
MPUJIOXEHUN K cepBepaMm 0a3 maHHbIX. [Ipon3BoguTCs neKommpoBaHHWE MPOTOKOJOB
0a3 JaHHBIX C ITOCJAEAYIOIIMM aHaJIM30M, MCHOJb3ys IpaBuiaa, HACTPOECHHBIEC
COTPYIHUKOM MH(pOpMaLIMOHHOM 6e30macHoCcT. Bo3MoxxHa paboTa

B aKTMBHOM (OJIOKMPYIOIEM) PEXUME, IS 3TOrO CUCTeMa YCTaHABIMBAETCS

"B pas3pbIB" (IPOKCHU, MOCT), a TaK:Ke B MACCUBHOM peXMME MOHMTOPUHTA, IJIs
BTOro JOCTAaTOYHO MOJAATh KOMUIO Tpaduka. st KOHTPOJIS JOKAIbHBIX U MPSIMBIX CETEBbBIX
MNOAKJIIOUYEHUIN K 0a3aM JaHHBIX MCHOOJb3YIOTCS areHThl, YyCTaHABJIMWBAEMBbIEC
HEMOCPEACTBEHHO Ha cepBephbl 0a3 gJaHHbIX. [Ipy MCMONb30BAaHMM TaKUX CUCTEM IS
3aIMUTHI JAHHBIX B BEO-MPUJIOKEHMSIX C TPEX3BEHHOMN apXUTEKTYPO MOXET BOSHUKHYTh
CJIOKHOCTb C OIPENeJICHMEM ITOJb30BaTeNIsl, CAEIABIIEro 3alpoc K 0a3e MaHHBIX: B
Tpaduke, UAyIIEeM OT cepBepa MPUIOXKEHUI K cepBepy 0a3 MJaHHBIX, BCE OOpallleHUs
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MPOU3BOAATCS OT MMEHM CIYyXKEOHOM ydeTHOW 3amucu. Jasg mepcoHudpuKauu
COTpPYIHMKA TpeaycMoTpeHa uHTerpauus ¢ WAF, KoTopblil aHaiu3upyeT Tpapuk a0
cepBepa TNPWIOXKEHMIA, OO0 Iogadya KOMWM 3TOro Tpaduka HENOCPEICTBEHHO Ha
CHCTEMY 3allMThI 0a3 TaHHBIX. TakKe B CUCTEMaX pacCMaTPUBAEMOIO TUIIA MOTYT ObITh
peaan30BaHbl BO3MOXHOCTH, KOCBEHHO IMOBbBIIIAOIIME 3alIAIIIEHHOCTh: CKAHUPOBaHUE
Ha ysI3BUMOCTU 0a3 JaHHBIX, OOHapyXXeHue 0a3 JaHHBIX, MACKMPOBAHME KPUTUUYHOU
“H(pOpMaLIMK, HAllpUMep, HOMEPOB KPEIUTHBIX KapT (MpU yCTaHOBKE "B pa3phiB"),
co3laHue MaTpMIbl pa3rpaHUYEHUs] IpaB AOCTylla, MOHUTOPUHT U3MEHEHUM,
MO3BOJISIIONIMIT BOBpeMsI OTCJEAUTh HECAaHKIMOHUPOBAHHOE IIOBBILIEHUE IIpaB
nosb3oBatens [9].

B cayuasgx, xorma BO3MOXHOCTb aHajlu3a KOMUU Tpaduka OTCYTCTBYET, WU
HEO0XOIUMO MPUMEHUTh MaCKMPOBaHNE 1 OJJOKMPOBKU, HO YCTAHOBUTH CUCTEMY 3alLIUThI
"B pa3pbIB" HEBO3MOXKHO, MCIIOJIb3YIOTCSI pPEllIeHUs], OCHOBAaHHbIC

Ha JOpyrux MNpUHLMIIAX TepexBaTa oOpallleHuid MoJib3oBaTeneil K 0a3amM JaHHBIX.
Taxkue pelleHMs] UCITOJb3YIOT B KAUeCTBE TOUKU CheMa areHT, yCTaHaBJIMBaeMBblIi

Ha 3alUMIIAEMBIN CepBEP NPUJIOKEHUS U B3aUMOICUCTBYIOILIMIA C IpaliBepaMu, Yepes
KOTOpbI€ B€O- MPUIOXKEHHUE MEPEaaeT 3alpoCchl MOJAb30BaTeIe K 6a3amM AaHHBIX. Tak
KaK areHT HaXOIMTCS Ha cepBepe BeO-MPUIOKEHUS,

OH 00padaThIBAET U 3aIIPOCHI KIIMEHTOB K MPUJIOXKEHUIO, Y 3alIPOCHI IPUIOXKEHUS K
0azaM JaHHBIX, epcoHMPUUMpPYs 3anpockl. Co3maBas mpaBuiaa 00pabOTKM 3aIIPOCOB,
MOXXHO MacKMpOBaTh "Ha JIeTy" JII0ObIE TTOJISI B OTBETaxX OT 0a3bl JaHHBIX, OJIOKMPOBATh
HEJETMTUMHbBIEC 3aMpOChl, MOJHOCThIO YNPaBIAATh OM3HEC-MPOLECCOM PAOOTHI
MOJIb30BATENS C TIPUIOKEHUEM.

Tpetuit TN - CUCTEMBI 3allMThl UH(GOPMALIMKU OT yTeueK, OCHOBaHHbBIE

Ha MCHOOJb30BAHWM KpUNOTOTpauMy M MO3BOJSIOLIME BHIOOPOYHO IIM(PPOBATH
MHPOpMaLIMIO, XpaHSIIYICs B Tabiauuax 06a3 gaHHbIX. JocTynm K MHpoOpMaluuu
MPEeIOCTaBISCTCSI TOJBKO aBTOPU30BAaHHBIM TMOJb30BaTesIM C BEACHMEM JETaIbHBIX
MPOTOKOJIOB UX AEWCTBUMA. [IJis1 TIOBBILIEHMS 3allMILIEHHOCTM MH(OpMallMU TaKue
CHUCTEMbI MOTYT JOIOJHUTEIbHO PeaJu30BbIBaTh MEXaHU3MbI CTPOTOi JIBYX(aKTOPHOM
ayreHTuukauuu [10].

Hcnonb3oBaHre MEepeYMCICHHBIX CPEACTB MO3BOJMUT CYIIECTBEHHO CHU3UTH PUCK
YTeUKU AAHHBIX M3 BEO-MPUIOXEHMs, a MPU MHIUIAEHTAX MOMOXET OThICKATh
HeoOXOooUMYIO ISl pacciieqoBaHus MH@opMauuto. IlocaegHuit pydex 3alluThl -
MPaBWIbLHOE XpaHEHME PEe3epBHBIX KOMUI 0a3 JaHHBIX: €CJM CpPeACTBa LIM(MPOBAHUS
npu pabote ¢ 0a30il JaHHBIX HE MCHOJb3YIOTCSI, HEOOXOAUMO 1LIM(PPOBATh

€€ pEe3epBHBIC KOIUM.

Pe3yabTaTnl

B pesynbrate MOXHO MPeIOXKUTD CICIYIOLINE MEPbI VIS ITOBBILLEHMS 3a1IUILIEHHOCTH
BeO-npuiioxxeHuii. Heooxoaumo:

- O3HAKOMWTBLCS U CIECIUTH 32 OOHOBJIECHUSAMU TOKYyMEHTOB OWASP;

- MCHOOJb30BaTh METOAOJOIMU TECTUPOBAHUS BEO-MMPUIJIOXKEHU, HalIpaBJIC€HHbIE Ha
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nouck ys3BuMoctei (Harmpumep, OWASP Testing Project);

- PperyjasipHO OOHOBJISITb MPOrpaMMHOE OOecIieyeHue BeO-cepBepa;

- CJIEIUTh 32 KOPPEKTHOW HACTPOMKOWM CETEBBIX YCTPOMCTB, CIIyXO

W TIPOTPAMMHOI0 00ECEYEHUS;

- CJeaUTh 3a OOHOBJICHUSIMU HCIIOJB3YEMBIX B MPUIOXEHUU (DPEeMBOPKOB U
OMOJIMOTEK U CBOEBPEMEHHO YCTPAHSITh HAWICHHbIE B HUX YSI3BUMOCTHU;

- MCHOOJb30BaTh MPOTOKOJbI ¢ HndpoBanuem (HTTPS);

- MOBCEMECTHO MCIIOJIb30BaTh CPEACTBA OOHApYyXXE€HMS aTaK, MOHUTOPHUHIAa aK
TUBHOCTH, XYPHAJIMPOBAHUS U CUCTEMBI TPAH3AKIIWA.

3akimouyeHne

B crathe mpoaHanu3MpoBaHbl METOAbI OO0ECIIEUEHMSI COOTBETCTBUSI

BEO-TIPUJIOXKEHU I TpeOOBaHUSIM MO 3alluTe MH(GOpMaLMu. B pe3yabTaTe npeaioxXeH
nepedyeHb Mep, KOTOPhIe MO3BOISAT 3HAUYUTEIbHO MOBBICUTH YPOBEHb 3alIMILIEHHOCTH,
YTO TMPUBEAET K CHUKEHUIO PUCKOB MPU MCIOJAb30BAHUM BEO-ITPUIOKECHUIA.
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